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Eight minutes to a major fi nancial loss
Learn how cyber criminals think 
and how to protect your fi rm
By Lindsey Hobbs

With cyber-attackers growing more cunning 
by the day, one stray click could lead them 
straight to your fi rm’s protected information.

Your company’s security software may 
protect you from wire fraud, where attackers 
access business accounts and wire money 
electronically. However, according to Phil 
Grimes, security analyst for MicroSolved, 
Inc. and a popular speaker at OSCPA events, 
attackers are developing ways to get around 
these roadblocks — by tricking the average 
person into opening doors.

This is proving a successful strategy, Grimes 
said, because typical corporate security 
models are tough on the outside, but often 
easily overtaken once an attacker gains a 
foothold in an organization’s network.

”As a result, opportunistic attackers are 
changing their methods by fi nding ways to 
trick  users into doing something that puts 
the bad guys one step closer to capturing our 
data.”

And in the case of CPA fi rms, that data is a 
tempting target.

Financial service fi rms prove good 
targets
“Being connected to the fi nancial services 
industry is a risky business these days,” 
Grimes said.  In fact, 35% of data breaches 
in 2010 were in organizations that handled 
money-related data, according to Verizon 
Wireless’s 2011 Data Breach Investigation 
Report.

The report cites a perfect example of this 
new trend, in an instance from mid-2010. 
Romanian attackers stole several million 
dollars from a U.S. bank when three 
employees received an email from the “FDIC” 
and were prompted to click on the attached 
PDF fi le. The following Monday, the money 
was stolen electronically using the access 
credentials from those three unsuspecting 
employees.

“More often than not, attacks are found to be 
against targets of opportunity. CPA fi rms hold 
their fair share of risk, especially when they 
are smaller organizations with a relatively 
sizable bounty in terms of client or customer 
data,” he said.

Verizon’s report clearly shows that small 
businesses are the most popular targets for 
data breaches. According to their fi ndings, 

businesses with 11 to 100 employees were 
the victims of 436 breaches last year — more 
than fi ve times as many as that of the next 
highest number in businesses with 101 to 
1,000 employees.

Grimes said that criminals are also adapting 
the way they use stolen data, a process 
referred to as “indirect fraud.” This means 
that after data is stolen it is sold to groups of 
people who “sanitize and analyze the data, 
then resell it to companies who use it for 
marketing campaigns.”

Obviously this spurs questions of ethical 
consequences for CPAs, but according to 
Grimes “as long as the breach isn’t a result 
of neglect or misuse, and if you’re doing 
everything reasonable to protect the data, as 
well as taking action and trying to make an 
effort to learn from the errors” then the legal 
consequences are less of a concern than the 
operational consequences such as the cost of 
recovery and the cost of lost business due to 
the breach. 

Communicate with clients if it 
happens
Regardless, it is important to contact your 
clients directly when your fi rm has been hit 
by fraud.

“It is also important to offer some sort of 
protection to clients like a credit monitoring 
system to allow them to track changes or 
possible issues with their credit as a result of 
the breach,” Grimes said.

Strategies like this can be applied to your 
fi rm as well. Making sure software is updated, 
changing passwords often and recognizing 
what “normal” looks like in your system so 
you can detect anything abnormal are the 
basic strategies to dealing with fraud. 

A few areas to watch:
• Know what users are supposed to be 

there. If you see a new user account, this 
indicates an issue. 

• Know how applications work. Pay 
attention to anomalies in things like speed 
of access, format and URL.

• Know what “regular” traffi c looks like. 
Monitoring network activity is critical. 
When a breach occurs, attackers need to 
tunnel out of the compromised network 
into their trusted home base — this is 
usually visible in logs. 

• Know what lives on your machines/
networks and where. Another critical 
piece is being aware when a fi le is created, 

modifi ed or moved within a system. 
Attention to these sorts of things early on 
can help lessen the time of loss and the 
overall damage caused by a breach. 

“People are the best detectors of red fl ag 
activities in an organization, but everyone 
must be willing to invest their time and 
mind to retain knowledge and even continue 
learning on their own,” Grimes said. “The 
paradigm has shifted from a prevention focus 
to one of detection and response.

People enjoy technology and have grown 
into this expectation that we ‘just want it 
to work.’” We’re seeing how security has 
become an afterthought usually brought on 
by experiencing or hearing about a signifi cant 
breach.

Cleaning up after a fraud attack can take 
weeks and is expensive. The Ponemon 
Institute released the “First Annual Cost of 
Cyber Crime Study” last year and they found 
that it took 14 days on average to 
clean up after cybercrime — at over 
$17,000 per day.

Costs like this can be crippling to a small 
business, which is why Grimes and OSCPA 
stress the importance of forming a plan and 
educating your employees.

Develop a fi rm security policy
Policies and processes should be in place for 
how to educate users of technology in your 
organization, as well as how to manage if you 
are hit by a breach.

“Discussing these topics, learning about 
them, overcoming the fear and no longer 
accepting complacency are the only way we 
are going to successfully defend ourselves 
against motivated, well-funded and 
determined attackers,” Grimes said.

However, being prepared is half the battle. In 
today’s world, the question is not if your data 
will be compromised, but when, according 
to Grimes. Acknowledging a breach and 
creating a policy to move forward will not 
only help you recover, but it will also help you 
recognize any lessons to be learned and any 
solutions to apply in the future.

Grimes works for MicroSolved, Inc., where he 
provides security assessments and services for 
organizations ranging from small businesses 
to international corporations. He is also a 
well-known presenter who speaks on security 
topics at OSCPA and other industry events.

Public Practice section editor: Amy Johnson

 35% of data breaches in 2010 
involved companies that handle 
fi nancial data, making CPA fi rms 
targets of opportunity.

 Businesses with 11 – 100 
employees accounted for 436 data 
breaches last year.

 It is important to develop a policy 
for data breaches and educate 
employees on how to recognize the 
red fl ags of cyber crime.

 It takes an average of two weeks to 
clean up cyber crime at an average 
cost of $17,000 per day.
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L E A R N I N G 
O P P O R T U N I T I E S

OHIO ACCOUNTING SHOWS
Learn more about preventing fraud at the 
Ohio Accounting Show in Columbus and 
Cincinnati.

Columbus
Sept. 21-22  I Course 04351CO
Topics include:
• 8 Minutes to Fraud: Even Small Firms 

Make Big Targets with Phil Grimes
• Current Trends in Fraud with Frank 

Wisehart
• Avoiding Fraud through Internal 

Control with Stan Olejarski

Cincinnati
Sept. 27-28  I Course 04981CI
Topics include:
• The Impact of Corporate Fraud with 

Lea Goins
• Fraud in NFPs with Dan Bradley
• Fraud Through the Lens of Film with 

Paul Fiorelli

SEMINARS
Accounts Payable Fraud: Overlooked 
Schemes and How to Detect and 
Prevent Them
Sept. 27   I  Columbus  I 07371CO
Dec. 12  I  Dayton  I 07372DA
Get a leg up on the competition and learn 
how to identify varieties of AP-related 
fraud schemes damaging organizations of 
all kinds.

To get more tips on building a security 
policy for your business, attend Grimes’ 
session at The Columbus Accounting 
Show, Sept. 21-22.  
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majoring in journalism and public relations 
at Otterbein University. 


